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Abstract - In this article, we examine innovative methods for 
ensuring cybersecurity of the Internet of Things (IoT) 
infrastructure. These methods are based on new revolutionary 
technologies such as artificial intelligence and blockchain. We 
examine aspects such as the architecture of IoT, typical 
vulnerabilities and attacks against IoT, classic methods for 
protecting data, communications and devices in the Internet of 
Things (IoT). We also examine the essence of new revolutionary 
technologies such as blockchain and AI and their application for 
ensuring IoT cybersecurity. 
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I. INTRODUCTION  
     The term “Internet of Things” (IoT) refers to networked 
electronic and physical devices, sensors and actuators. IoT 
communicate and exchange data with each other and, through 
networks such as the Internet, transmit data to the 
corresponding control and computing devices. 
Their exponentially growing number, as well as the critical 
importance of IoT in various aspects of modern life, require 
ensuring the security of the IoT ecosystem. As IoT is 
inextricably linked to communication in the Internet 
environment, we are talking about cybersecurity of the IoT 
infrastructure. 

In this article, we examine some innovative and disruptive 
methods for ensuring cybersecurity of the Internet of Things 
(IoT). These methods are based on new revolutionary 
technologies such as artificial intelligence and blockchain. We 
examine aspects such as vulnerabilities and attacks against 
IoT, methods for protecting data, communications and devices 
in the Internet of Things (IoT). 

II.  IOT ECOSYSTEM 
By definition, Internet of Things (IoT) devices are defined 

as physical objects connected to the Internet and capable of 
collecting and exchanging data. These objects can be physical 
devices such as vehicles, sensors, relays, actuators (on/off 
keys, valves, switches, actuators, interrupters), electronic 
devices (controllers, fans, thermostats, trackers, heaters, 
coolers), computing machines (cloud and edge computers, 
mobile computers, Raspberry PI). The communication itself 
can be carried out over various protocols and transmission 
networks, between people, people-devices or devices-devices. 

The versatile use of IoT devices in everyday life and 
business for the purposes of industrial production, 
communication, healthcare, education, sports and many other 

activities is the reason for the sharp in their number. In 2025, 
the number of IoT devices will reach 20.1 billion worldwide, 

 which is an increase of 13.21% compared to 2024 [1]. 
This growth of IoT is driven by enterprise adoption, digital 

transformation, and the increasing integration of IoT with 
artificial intelligence, 5G, and edge computing, such as the 
Industrial IoT (IIoT) sector. 

The vast number of connected IoT devices is building a 
communication infrastructure that has the potential to grow 
into a self-contained next-generation communication network 
[2]. These interconnected IoT devices are used in a number of 
areas such as: 

1. Smart Home, 
2. Healthcare, 
3. IoT Automotive, 
4. Logistics, 
5. Smart Agriculture, 
6. Smart Energy Distribution, 
7. Retail sector, 
8. Wearables, 
9. Entertainment, 
10. Education, 
11. Smart Cities, 
12. Industrial IoT. 

 
Smart Home 
The purpose of IoT devices in this category is to manage 
security systems, video surveillance, air conditioning, 
ventilation, lighting, utilities and home appliances. The main 
role of IoT devices is monitoring and management without 
human intervention, including remotely. There are no high 
requirements for communication speed, only for a reliable 
connection. A large part of IoT activity is automated. There 
are low requirements for computing resources, but high 
requirements for security, privacy and reliability. 
Healthcare 
In the field of healthcare, the role of IoT is monitoring various 
health parameters, supporting diagnostic, therapeutic and 
rehabilitation activities, alerting and supporting medical or 
emergency assistance when necessary. This area also includes 
medical robots such as Da Vinci Robotic Surgical Systems. 
The requirements for IoT infrastructure are very high, due to 
the fact that critical activities for human health and life are 
performed. There are high requirements for fast, stable and 
reliable communication, providing backup power to critical 



 

 

components and duplication of main nodes. Other important 
requirements are for cyber-security and privacy. It can be 
considered as part of Smart Home and Smart Cities. AI is 
widely used in this area of IoT [4]. 
IoT Automotive and Logistics 
The goal of IoT systems in the field of Automotive and 
Logistics is to achieve increasingly higher autonomy of 
transport, including self-driving cars and robotic vehicles. The 
future goals of this area also include the development of 
autonomous diagnostics, as well as autonomous and remote 
repair activities. Here, the requirements for the infrastructure 
parameters are high - high communication speeds, reliability 
and wide coverage. The requirements for reliability and 
security are extremely high, mainly for safety purposes. This 
part of IoT is also characterized by high requirements for the 
quality of IoT devices. An example is the fact that modern cars 
contain over 100 sensors, with a tendency to increase. 
Smart Agriculture 
In the field of smart agriculture, the main requirements for IoT 
are the collection, processing and communication of large 
amounts of data needed for GIS, crop monitoring, soil 
moisture, fertilization management, management of various 
facilities and vehicles, objective control, weather and natural 
disaster prediction. The requirements for the infrastructure are 
for a wide range of communication coverage and increased 
requirements for computing power due to the need to process 
huge amounts of data. This area also includes functions such 
as animal tracking, health monitoring, food, fodder and waste 
management. 
Smart Energy Distribution 
The role of IoT systems is to monitor, measure and control the 
production, transmission and distribution of energy to end 
users, billing and maintenance of the electricity grid. The 
requirements for the system are very high, due to the central 
role of energy for the normal life of people and industry as 
well as for all other types of IoT systems. 

Retail 
This area includes supply management, logistics, sales, 
warranty service and intelligent inventory management. There 
are no high requirements for the infrastructure, except for 
reliability and safety. 
Wearables 
This includes various smart gadgets as watches, fitness 
trackers and sensors for measuring health indicators. There are 
also no high requirements for infrastructure. The requirements 
for safety and privacy are increased. 
Entertainment and Gaming 
IoT devices in this category are related to Games, Virtual 
Reality (VR) and Augmented Reality (AR). An area with high 
potential for expansion. There are no high requirements for 
IoT infrastructure, except for sensor precision and ensuring 
safety and privacy. 
Education 
A very promising area related to Smart Education, Smart 
classroom and STEM centers. High requirements related to 
ensuring safety and privacy. 
Smart Cities 
Here the role of IoT devices is more complex. The goal is to 
manage entire areas of modern city life such as street traffic, 
utilities (water, gas, sewage) on a city and surrounding scale, 
retail sector, healthcare, air quality control, waste 

management, street lighting and video surveillance, etc. Here 
there are increased requirements for security, low latency of 
communications, high availability and reliability and very 
high requirements for scalability and flexibility of IoT 
systems. 
Industrial IoT 
Industrial IoT (IIoT) encompasses the management of 
intelligent industrial assets - resource and material 
management, production, supply chains, logistics, customer 
relationships, service. Technologies such as Cloud, Edge and 
Fog computing, AI and Big data analytics are strongly present 
in this area. It is characterized by high requirements for the 
quality of IoT devices and IoT infrastructure - reliability, 
speed and coverage. There are also high requirements for 
computing power, due to the processing and analysis of large 
amounts of data. There are particularly high requirements for 
ensuring high levels of cybersecurity, privacy and reliability. 
This area largely includes elements from other IoT segments. 

From a security perspective, among the many IoT use 
cases, we can distinguish 2 special cases - massive IoT and 
mission critical IoT. 

Massive IoT. In the first case, we have a large number of 
IoT devices that transmit small amounts of sensitive data. 
Such are, for example, devices that are part of Smart Home or 
Smart Agriculture. The data that is transmitted from IoT 
devices to the cloud or to the receiving station is not large in 
volume and does not require high speed, but on the other hand, 
it requires wide signal coverage and a stable connection. 
In mission critical IoT, due to the specifics of the activity, we 
have increased requirements for connection reliability and low 
network latency [3]. 

Since IoT is a network of interconnected heterogeneous 
objects, a flexible architecture is needed, allowing both 
seamless communication and easy expansion by adding or 
removing new devices. So far, there is no consensus 
established common reference model, but it can be assumed 
that the basic architecture of IoT is based on the three-layer 
model shown in Fig.1 [3]. 

 

 

Fig. 1. Three-layer and Five-layer architectures 

The first layer, called the "Perception layer", performs the 
interaction with external physical objects. It consists of 
various devices such as sensors, actuators and control devices 
for collecting data and manipulating various parameters 
through the executive devices. The collected information is 
transmitted to the next layers. 

The next layer - "Network layer" provides the network 
infrastructure and protocols for data transmission between the 
different layers, respectively IoT devices and computing and 
storage resources, be they cloud, local or remotely located. It 



 

 

consists of various communication devices (mobile networks, 
Bluetooth, Wi-Fi), network devices (routers and gateways) 
and provides communication through specific protocols such 
as Bluetooth, Zigbee (IEEE 802.15.4), DSRC (IEEE 
802.11p), Ethernet, Wi-Fi, Z-Wave, LPWAN, VSAT, NFC, 
Li-Fi, RFID, LTE, 5G, etc. 

The “Application layer” provides interaction with users 
and controlled assets through various applications in which 
the received data is processed and decisions are made based 
on the respective goals. This layer provides the main 
functionality of the various areas of the IoT ecosystem - 
Industrial IoT, Smart Cities, Smart Agriculture, Healthcare 
and etc.  
 Recently, a five-layer model has also gained popularity, 
with 2 new layers added to the three-layer model shown - 
Business and MiddleWare layer. The Business layer adds a 
higher level of services in the various areas of the IoT 
ecosystem, using business models and behavior patterns and 
ensuring the completeness of services, including billing and 
service services. The MiddleWare layer takes care of the 
processing and storage of information from the Network layer 
to the Application layer, using various computational libraries, 
connection to databases, etc.  

III. THREATS TO IOT 
The ever-widening application of IoT devices, as well as 

the sharp increase in their number and areas of use, also 
expands the surface of vulnerabilities from cyber-attacks, 
insider threats and privacy threats. 

Since security is not a priority at the core of IoT device 
design, it is necessary to compensate for this by designing 
cyber-resilient IoT systems, including the devices themselves, 
communication devices, channels and protocols, computing 
resources, and the use and distribution of raw, intermediate, 
and final data. Other factors affecting IoT security are the lack 
of uniform standards in the production of IoT devices, the lack 
of regular device firmware updates, the lack or non-
compliance with password change policies, etc. 

IoT is essentially a large-scale heterogeneous network 
connecting different heterogeneous objects, and integrating 
different communication protocols, cloud services, 
heterogeneous data with different characteristics. Тhey can be 
considered as a complex IT system. To study the threats to it, 
we use the model shown in Fig. 2, showing the basic concepts 
of the “Cybersecurity” perspective to the system. 

Fig. 2. Basic concepts of CyberSecurity perpective 

Attacks on IoT infrastructure are no different from attacks 
on standard IT infrastructure, communications, and services. 
The difference is in scale - with IoT we have vast number of 
devices and communication channels. The essential difference 
between the two types of infrastructure is the low level of 
protection of IoT by default. 

We examine some unique characteristics of the IoT 
environment compared to standard IT infrastructure: 

• IoT devices are diverse in type, functionality, hardware 
architecture and operating systems, 

• There are no generally accepted industry standards, 
manufacturers use their own hardware solutions, 

• They are seriously limited in terms of their own resources 
in terms of computing power and storage capacity, 

• Due to their vast number, IoT devices generate a huge 
amount of data, which has a different structure and 
storage formats, 

• The data itself is stored locally, on servers or in the cloud 
 

These features also determine the measures for detecting, 
suppressing and combating threats to the IoT environment. 

To analyze the various vulnerabilities, attacks and 
countermeasures against them, we will use the three-layer 
model of IoT architecture - Fig3[3].  

 

Fig. 3. Entities of the three-layer architecture 

 
The objects and services associated with the 

corresponding layers - Perception, Network and Application 
layers use different technologies, communication protocols, 
different data types and functionalities. This fact enormously 
expands the vulnerable surface of the IoT infrastructure, 
respectively the damage from successful attacks and 
complicates the effective action of the corresponding 
countermeasures.  



 

 

In Table 1 we consider some of the typical attacks and 
countermeasures to the corresponding layers and their 
elements.  

 

TABLE I.  ATTACKS AND MEASURES TO IOT  

Layer 
Entity Attacks Measures 
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RFID 
Tags 

Spoofing, 
Eavesdropping, 
Tracking,  
DoS, DDos,  
Repudiation 

Access control, Hash-based 
AC,  
Data and Channel Encryption, 
IPSec protocol, Ciphertext 
Cryptography for side channel 
attack, Hidden Communication 

Sensor 
Nodes 

Physical attacks,  
Node Outage, 
Impersonation,, 
Tampering, Jamming,  
Information gathering,  
Message interception, 
Subversion, 

Sensor Privacy, Authentication 

Sensor 
Gateway 

DoS, Interception,  
Man-in-the-middle MiM 
Interruption, 
Modification, 
Misconfiguration, 
Fabrication 

Device Security,  
Message Security, 
Integrations Security 

 
 
 
 
 
 
N
e
t
w
o
r
k 

Internet 

DoS, DDoS, 
Hacking, Identity theft, 
Cyberbullying, Viruses,  
Loss of Integrity and 
Confidentiality  

Identity Management,  
Communications Encryption 
PKI based secure channels 

Mobile 

DoS, DDos, 
Eavesdropping,  
Tracking, Bluesnarfing, 
Bluejacking, 
Bluebugging, 
Corruption, Deletion 

Secure access control - 
Biometrics,  
Time changing session keys,  
Public-key crypto primitives 

Cloud 

Physical security, 
Infrastructure security 
Encryption,  
System complexity, 
Data access controls,  
Identity management,  
Misconfiguration of 
software 

Pseudo anonymisation, 
Connection anonymization 
Trapdoor permutation 
Secret sharing 
Cryptographic 
One-way hash chain  
Zero knowledge proof 
Aggregated transmission 
evidence 

A
p
p
l
i
c
a
t
i
o
n 

Smart 
Home, 
Industy, 
Agri-
culture, 
Helath, 
Energy 

Access control, 
Tampering,  
Code injection, 
Disclosure 
of information, 
Data Leakage 

Authentication,  
Information Flow Control  
Datagram Transport Layer 
Security (DTLS) 
End-to-end encryption 
Key agreement 
Data Leak Prevention DLP 

 
The  layers and their entities in the IoT architecture use 

different specific technologies and protocols for data 
communication, associated with specific vulnerabilities and 
protection measures. Classic protection measures such as 
access control, authentication and identification, encryption of 
channels and data, regular updates of hardware IoT 
components and communication devices are not effective due 
to the peculiarities of the IoT infrastructure. For this purpose, 
entirely new technologies must be used, which, combined 
with traditional protection methods, can achieve a drastic 
jump in the effectiveness of protection against the new 
sophisticated threats. 

IV. NEW DISRUPTIVE TECHNOLOGIES FOR IOT PROTECTION 
 We look at new technologies like Blockchain (BC) and AI. 
These technologies have the potential to take the security of 
the Internet of Things to a new level, so that it can respond to 
new threats and challenges to data security and privacy. 

A. Blockchain 
The blockchain is a peer-to-peer distributed ledger with 

online records to ensure trusted transactions without the 
intervention of a third party. Blockchain technology records 
all transactions made online without allowing any exceptions. 
The set of records forms a decentralized distributed ledger 
system that stores the records in its copies. The blockchain 
itself checks the authenticity of the records using a 
cryptographic hash function, which changes with each change 
in the recorded transactions. In this way, it ensures the 
authenticity of the stored information and eliminates the 
possibility of falsification or deletion of information. In 
practice, a transparent public database is created that is not 
concentrated in one place, but in many places, avoiding the 
possibility of a single point of failure. The most prominent 
representative of blockchain technology is the Bitcoin 
cryptocurrency [3][5][6]. 

Blockchain enables the creation of secure networks with 
high levels of cyber-protection, ideal for IoT infrastructure. 
IoT devices can communicate, i.e. carry out transactions and 
store information without the risk of it being eavesdropped, 
manipulated, leaked or deleted. This without the need for 
central certification and communication facilities. 
Identification and authentication can be performed by the IoT 
devices themselves, ensuring complete autonomy. The other 
serious advantage of blockchain technology is the unlimited 
possibility of expansion, since scalability is at the heart of the 
technology. 
 Blockchain Structure.  
The blockchain structure is It consists of 2 parts - Blocks and 
Transactions - Fig.4 [9].  
Blocks are records that are chained to each other through 
cryptographic hashes. Each block stores information about the 
corresponding transaction through a timestamp, forming a 
chain of records. Each block consists of a Block Header and a 
Block Body. Each Block Header contains the size of the block, 
the hash of the previous Header and its version. Information 
about the transaction itself is stored in the Block Body. 

 

Fig. 4. Structure of blockchain 

 Principle of operation. 
The sending party generates a transaction and sends it to all 
participants in the network, which are called “peers”. The 
legitimate recipient of the transaction certifies its identity 
through its digital signature, which essentially represents a 
public cryptographic key. The same key is unique and is used 
to encrypt its own transactions. Thus, the signature is a means 
of guaranteeing the identity of its owner. The transaction is 
encrypted using a cryptographic key and transmitted in the 
chain, with the authenticity of the transaction being 
guaranteed by a hash function. The hash function is the result 
of a mathematical calculation of the input data, and encrypted 



 

 

with the SHA-256 algorithm. It validates the integrity of the 
data in the blockchain. At the slightest change in data, the hash 
function changes and does not correspond to the records in the 
other copies of the blockchain. This ensures the impossibility 
of changing or deleting data. The third element is the so-called 
“Smart Contract”. It is an algorithm that defines the conditions 
to which the other participants agree. The smart contracts 
themselves are formed by the goals of the respective 
blockchain (Fig.5). 
 

 
Fig. 5. Concept of blockchain contract 

 Blockchain provides great opportunities for providing 
security controls related to ensuring the authenticity of a 
person (Access control), Data Integrity and Identity 
Management - Table II [11].  

TABLE II.  USE OF BLOCKCHAIN FOR IOT SECURITY 

Security controls Blockchain 

Access Control 
Use blockchain for Access Control; 
Decentralized access based on BC; 
Two factor identification based on BC. 

Data Integrity 

Smart contracts used for verification 
identity of legitimate users; 
Smart contracts used to manage data 
integrity. 

Identity 
Management 

Middleware, based on BC is used for 
validation of transactions; 
Middleware, based on BC is used for 
management of IoT infrastructure. 

 
 
  Individual security controls can be imposed on the 
corresponding controls in the Entities of the three-layer 
architecture (Fig. 3), which clearly shows the place of 
blockchain-related security controls that can be used to ensure 
a sufficient level of IoT cybersecurity (Fig.6). 

Fig. 6. Blockchain-based security controls for IoT Security 

 Using appropriate templates, where the functionality of 
blockchain-related security controls is combined with 
classical security controls, cybersecurity systems can be 
designed for various IoT applications - Smart Home, 
Industrial IoT, IoT Automotive, Healthcare [4][12] or 
Education [2]. 

B. Artificial Inteligence (AI) 
The recent development of machine learning (ML) and 

artificial intelligence (AI) provides new opportunities for the 
development of new and for enhancing the classic 
cybersecurity methods. AI significantly increases the 
effectiveness of cybersecurity approaches related to data 
analysis, such as detecting current malware, in Intrusion 
Detection and Prevention Systems (IDS) and (IPS) and many 
other security measures.  

The application of AI and ML in critical applications, 
where a quick and adequate response is required, is especially 
important. 

Blockchain-based artificial intelligence techniques can use 
decentralized learning to help ensure trust and information 
sharing and decision-making by many agents who can 
participate and collaborate in decision-making. 

The convergence of blockchain and AI (Fig.7) allows 
training of AI models on data stored in blockchain while 
relying on high security and authenticity of data [13]. A very 
important point is that the confidentiality in this symbiosis is 
guaranteed by blockchain technology. On the other hand, 
participants (peers) in the blockchain network can rely on the 
capabilities of AI for the analysis of large volumes of data and, 
accordingly, increase the efficiency of IoT applications. 

Fig. 7. Blockchain and AI convergence model  

V. DISCUSSION 
It is characteristic of any new technology that when it turns 

from a concept into a finished product and begins to be applied 
on a mass scale, hidden shortcomings that were not foreseen 
in the theoretical part come to light. 

This applies to both IoT technology and blockchain. 
Functionality that is theoretically an advantage quickly turns 
into a weak point. In both technologies, such a weak point is 
scalability. In practice, both technologies are infinitely 
expandable, but practice paints a completely different picture. 

In blockchain technology, expanding the network with 
new nodes leads to an increase in the size of the blockchain 
chain itself and, accordingly, an increase in the memory 
requirement in which to store a copy of the blockchain. The 
requirements for communication bandwidth also increase due 
to the amount of data that is exchanged. 

In IoT, we have a huge variety of hardware devices, with 
different parameters, communication and computing 
capabilities. IoT devices have different capabilities for 
calculating hash functions or storing the same amount of 



 

 

information. Accordingly, time lags appear or directly to 
blocking certain devices due to overload. 

The use of AI in cybersecurity, in addition to its 
advantages, also has serious disadvantages. This is especially 
evident when the power of this technology is harnessed by 
adversaries. AI provides incredible opportunities for detecting 
vulnerabilities and overcoming cybersecurity measures 
implemented in an organization. 

One of the possible solutions to the problem is the 
preliminary simulation of the operation of the specific IoT 
system and the corresponding optimization of the structure, 
the technologies used, communication protocols and 
algorithms. Other potential problems are the lack of 
standardization and regulatory framework to be followed by 
all manufacturers, leading to certain incompatibilities and 
difficulties. The lack of specialists in this field should not be 
ignored, due to the requirement for interdisciplinary 
knowledge and skills. 

VI. CONCLUSION AND FUTURE WORK 
While traditional security measures can individually 

address device-specific, channel-specific, protocol-specific, 
or multi-data threats, and modern technologies such as 
blockchain and AI can help with this process, a systems 
approach is needed to fully protect the IoT infrastructure. In 
this approach, the IoT infrastructure and the tasks it must 
protect are considered holistically, specific tasks are defined, 
a risk analysis is performed, and appropriate technologies and 
security measures are selected to provide the necessary 
protection. In addition, solutions are selected so that the 
organization's resources - people, knowledge, and funds - are 
sufficient for its operation, maintenance, and future 
expansion. It is particularly important to conduct a preliminary 
simulation of the operation of the designed cybersecurity 
system for a specific IoT application, taking into account as 
many options as possible for the load on the devices, 
communication channels, and future expansion of the system. 
The system must be designed to be flexible not only in terms 
of the number of components, but also with the ability to 
replace key components and technologies with similar or 
newer ones. 
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